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[abstract]

The Improvement Method of Digital Forensic for Responding to
Technology Leakage of SMEs*

Soonbeom Kwon**, Hyeongryeol Kim***, Seonyeong Choi****, Hwansoo Lee*****

Industrial technology leakage is increasingly becoming sophisticated, intelligent, and advanced. So, the police
organized an industrial technology leakage investigation team in November 2006 and expanded the industrial
technology leakage investigation team to 17 local police agencies in 2017. Likewise, the police is trying to
prevent industrial technology leakages, but it is still annually increasing. Especially, in 60.8% cases of
technology leakages by insiders are done by using memory devices. Which makes digital forensic necessary in
order to detect such incidents. However, problems such as shortage of man power, matters of procedure, and
vast amount of digital evidence, delay fact-finding and damage restoration. This study introduces the
company’s digital forensic system designed for corporations which will help them obtaining digital evidences in
a prompt and accurate way. This study suggests that institutes should regularly backup their datas so that
they would have sufficient information to analyze incidents. Also, it proposes companies to acquire consent
from their insiders before incidents happen in order to have access to suspects’ digital devices and forensic it
in a legal way. Furthermore, we have analyzed signs of technology leakages based on privious studies and
introduced lawful means for corporates to respond to technology leakage and evidence collecting to prevent
from possible disputes.

KeyWord: Technology management, Technology leakage, Digital forensics, Digital evidence, SMEs
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